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Confidentiality & Data Protection Policy

Reviewed September 2026


Policy Statement

A confidentiality and data protection policy is essential for maintaining the privacy and security of sensitive information about children who attend our setting, their families and our staff, in line with the General Data Protection Regulation (GDPR) and other relevant legislation. This policy outlines how data is collected, used, stored, and shared, ensuring transparency, security, and lawful processing.

Aims

To ensure that we treat all sensitive and personal information (data) (whether written or verbal) appropriately. 
We aim to achieve this by 

· Ensuring that all information is stored, shared, archived and deleted according to the regulations and guidance of the GDPR
· Ensuring that the staff team are aware of the implications of the GDPR in connection with their roles and responsibilities for our setting.
· Ensuring there is a Privacy Notice for parents and employees.
· Ensuring there is an identified person responsible for data management, who holds responsibility for how data is processed and stored.
· Ensuring that, in our setting, through training and support, all staff are aware of their responsibilities when handling, processing or accessing sensitive or confidential information and that they will follow our procedures. 
· Ensuring that parents/carers can access our policies and procedures.
· Ensuring that parents/carers can access records kept about their child. 
· Ensuring that we monitor how well we are complying with the ICO’s expectations regarding data protection law by recording how and where we hold sensitive data. 
· We will comply with the seven principles of the GDPR, which state that data processing must be: 
· lawful, fair and transparent; 
· only used for the purpose for which it was originally requested (unless with further consent) and we will be clear about the purpose of the data processing;
· limited to what is adequate to fulfil its purpose and relevant;
· accurate and kept up to date; 
· retained for no longer than necessary and deleted appropriately;
· processed securely, with integrity and responsibility, to protect the data and avoid loss or damage.  
· accountable and show compliance with all the GDPR principles

As an organisation that collects data about children and families, we are a data controller. We have a responsibility to
 Ensure we have a lawful basis for collecting and processing personal data. 
 Implement measures to protect the data we hold, including security measures and data retention policies. 
 Be transparent with individuals about how their data is being used. (see our privacy notice (Appendix B)
 Respond to data subject requests (Appendix A), such as access requests (SAR). 
 Maintain records of our data processing activities. 

We also share data with other data controllers such as Ofsted, Bristol City Council, and the DBS. Any information shared with other data controllers is managed within our privacy notice.

In line with legal requirements, it is essential for the organisation to hold certain sensitive information about children and their families, as well as learning and developmental information and the progress of children when attending our setting.  How we protect this data is specified in our privacy statement/notice (appendix A).

There will be other information which we may request, based on consent; we will indicate which data requests are consent-based in order that parents/carers can make an informed choice, for example, taking photographs of a child.  Parents/carers have the option to refuse or withdraw consent at any time.  

When requesting consent-based data for children under 13 years, we will obtain consent from whichever adult holds parental responsibility for that child.  We will make reasonable efforts to verify that the person giving consent for the child does have parental responsibility for that child.  

In line with the EYFS, we will liaise with parents/carers to keep them updated about their child’s well-being and progress. Parents/carers have the right to see any information that is held on them as well as that of their children. Our Privacy notice (Appendix B) will detail this and the ‘lawful Basis’ for holding this data.

In line with the EYFS and Employment Law, we will keep records on employees and volunteers to ensure suitability, good practice and well-being.  Employees and volunteers have the right to see any information that is held on them.  Requests for this information can be made by following our subject request process (see Appendix A)



Procedure
· Information collected about children and families, staff members and others connected with us will be collated through completion of organisational paperwork and forms such as registration forms, application forms, etc 
· All paperwork will indicate which data requests are consent-based so that parents/carers/staff can make an informed choice, for example, taking photographs of a child.  Parents/carers/staff have the option to refuse or withdraw consent at any time
· [bookmark: co_anchor_a763779_1][bookmark: co_anchor_a312572_1]We will store all personal records in a secure location.  Paper records will be kept in lockable storage.  Electronic records will be password-protected.  Security measures will be implemented for all portable electronic equipment.                                                                                                                                                                                                  
· The management, staff, volunteers and any other individual associated with our running or management will respect confidentiality by:
· not discussing confidential matters about children with other parents/carers;
· not discussing confidential matters about parents/carers with children or other parents/carers;
· not discussing individual children outside of their work environment;
· not discussing confidential information about staff members.
· Ensuring information – paper or electronic – is not available to those who should not have access to it, e.g. leaving filing cabinets unlocked, having sensitive information out in the public spaces, leaving computers on and unlocked.

· Any child protection concerns will be handled in line with our Safeguarding and Child Protection Policy – please see Safeguarding and Child Protection Policy for details.

· Parents/carers will be made aware that we have a duty to share and/or pass on child protection/safeguarding information to relevant agencies and the next education/care provider.

· Parents/carers will have, on request, access to their own child’s records only, unless subject to an exemption.  If for any reason an access request is refused by us, this decision, and an explanation, will be communicated to the parents/carers in writing within a month.

· Staff will only discuss individual children with other relevant members of staff for planning/reviewing, group management or safeguarding.

· Personal information about a child will not be released to external agencies without the prior permission of parents/carers. We will seek active consent from parents/carers to share information with health, education and inclusion professionals. The exception to this is for safeguarding reasons, where doing so would put the child at significant risk of harm.

· Parent/carer information may be shared with the HMRC and other providers of funded places, where necessary, e.g. a child accessing two or more settings.

· Staff, management, students and volunteers failing to show due regard for confidentiality will be liable to disciplinary action under the provisions of the Disciplinary Procedure.

· We will not share data with any third party unless specified above.  

Data Protection Impact Assessment (DPIA)
In line with the GDPR, we will undertake a DPIA for any new project or system when the type of processing is likely to result in high risk, and the project involves using personal data.  Guidance on how to do this will be sought from the Information Commissioner’s Office (ICO) website.

Data Breach
· If a data breach occurs, i.e. personal data is lost, destroyed, shared inappropriately or if someone accesses the information without permission, we will investigate the breach within 72 hours, including: 
· informing the individuals involved;
· promptly addressing the breach;
· identifying the severity of the breach;
· reporting the breach to the ICO, if required.  Failure to notify may result in a fine.

· If it is decided not to report the breach, we will justify this decision and record it as an incident in the Log of Data Breaches.  We will then identify what needs to be implemented to ensure this breach doesn’t occur again.  

· Parent/carers have the right to complain to the ICO.

· We will also record near misses to ensure robust data protection is maintained at all times.

	Retention of Records
· When a child leaves, we will hand over educational records (learning diary) and photographs to the parents/carers and delete any copies. Other records will be retained by us and destroyed as appropriate according to our Retention of Records Policy.

· If we close, records will be kept securely according to the Retention of Records Policy.

· Paper documents will be destroyed by being cross-shredded or burnt.  Information stored on digital storage devices will be deleted when it is no longer required.

· Staff records will be retained throughout their employment and when an individual leaves, some records will be retained in line with the Retention of Records Policy or destroyed as above. 

Complaints
If someone considers that we’ve infringed data protection legislation because of the way we’ve handled their personal information, they can complain to us using our complaints policy.

For further information see:

· Data Protection:
Information Commissioner’s Office (ICO) -  https://ico.org.uk/ 
Gov.UK - https://www.gov.uk/data-protection 

Documentation | ICO

gdpr-documentation-controller-template.xlsx

gdpr-documentation-processor-template.xlsx

How to deal with data protection complaints | ICO
Data (Use and Access) Act 2025 | ICO







Appendix A – Subject Request Process
Purpose:
To ensure that parents/cares and staff can request access to personal data held by us, and that we respond in compliance with GDPR.
1. Receiving the Request
· A SAR (Subject Access Request) can be made verbally or in writing (including email).
· Requests should be sent to the Data Protection Officer (DPO). In our setting, this is April Blackmore.
· Staff receiving a SAR will:
· Record the date the request was received.
· Forward it to the DPO/person responsible for data management immediately.
2. Confirming the Request
· We will acknowledge receipt of the SAR within 5 working days.
· If the requester is a parent/carer asking for a child’s information:
· We will confirm parental responsibility before releasing any information.
· If the child is mature enough to understand their rights (usually from age 13 in the UK), we will seek the child’s consent where appropriate.
· If the request is unclear, we will request clarification about the specific information wanted from the individual without delaying the process unnecessarily.
3. Verifying Identity
· We will request proof of identity before processing the request:
· For individuals: passport, driving licence, or utility bill.
· For parents/carers: ID plus proof of parental responsibility (e.g., birth certificate, court order)
4. Locating the Data
· We will identify all personal data relating to the individual and the specific request, to provide what has been asked for on a reasonable and proportionate basis:
· Child records (learning journals, attendance logs, safeguarding records).
· Incident/accident reports.
· Communication records (emails, meeting notes).
· CCTV footage (if applicable).
· We will search all relevant systems: paper files, electronic records, email accounts, and backup systems.
5. Considering Third-Party Data
· We will review records to check if they include information about other people (other children, staff or parent/carers).
· We will remove or redact third-party data unless:
· Consent has been given by that third party, or
· It is reasonable to disclose without consent
6. Responding to the Request
· The statutory timescale is one month from the date the SAR is received or from verification of identity (whichever is later).
· If we need to clarify the request, the time limit pauses on the day we request clarification and resumes on the day we receive the response.
· If the request is complex, an extension of up to two further months is allowed — we will inform the requester within the first month if this applies.
7. Providing the Information
· We will supply the information in a secure format:
· Encrypted email or password-protected file.
· Hard copy via recorded delivery or in-person collection.
· We will include:
· Confirmation that their personal data is being processed.
· A copy of the personal data.
· The purposes of processing.
· The categories of data held.
· The recipients or categories of recipients.
· Data retention period or criteria for determining it.
· Details of their rights (rectification, erasure, restriction, objection).
· The right to complain to the ICO.
8. Record-Keeping
· We will keep a SAR log including:
· Date received.
· Identity verification details.
· Summary of actions taken.
· Date response sent.
· We will keep records of SARs for at least 3 years for audit purposes and then in line with our Retention of Records policy.
9. Refusing a Request
· We will refuse a SAR if:
· It is manifestly unfounded or excessive.
· It would disclose information about another individual who cannot be anonymised.
· If refusing, we will respond within one month, explaining:
· The reason for refusal.
· The individual’s right to complain to the ICO.
10. Contact Details
· Data Protection Officer: April Blackmore
· Email: brislingtonvillagepreschool@gmail.com
· Telephone: 07780330203
· Postal Address: St Luke’s Church Hall, Brislington, Bristol, BS4 4LS

[bookmark: _Hlk206071108]

Appendix B – Setting Privacy Notice
Privacy Notice – The Brislington Village Preschool
Effective date: 
Last updated: 
1. Who we are
The Brislington Village Preschool is committed to protecting the privacy and security of you and your child’s personal information. We are a “data controller” under UK data protection law.
Our contact details are:
· Address: [Insert]
· Phone: [Insert]
· Email: [Insert]
· Website: [insert if applicable]
2. The information we collect
We may collect the following types of personal information:
About your child:
· Name, date of birth, address
· Medical information, allergies, intolerances, dietary needs
· Attendance records, developmental progress, learning observations
· Photographs and video (with consent)
About parents/carers:
· [bookmark: _Hlk206074216]Names, addresses, contact numbers, email addresses
· Emergency contact details
· Parental responsibility and legal information (e.g., court orders where relevant)
About staff
· Names, addresses, contact numbers, email addresses
· Emergency contact details
· Safer recruitment information, disciplinary information, supervisory information, training records.
3. How we collect information
We collect information:
· Directly from you via registration forms, meetings, phone calls, and emails
· From other professionals with your consent (e.g., health visitors, schools)
· Through observations and records we create during your child’s time with us
4. Why we collect and use your information
We use personal information to:
· Provide safe and effective childcare and early education
· Meet legal requirements under the Early Years Foundation Stage (EYFS) and safeguarding laws
· Communicate with you about your child’s care, learning, and wellbeing
· Keep accurate records for funding, taxation, and regulatory purposes
Our lawful bases for processing include:
· Legal obligation – to comply with the law
· Contract – to provide agreed childcare services
· Legitimate interests – to run our setting effectively
· Consent – for optional activities like photos for displays or social media
5. Who we share information with
We may share relevant information with:
· Local Authority (e.g., for funded childcare claims)
· Ofsted (for inspection purposes)
· Health professionals (with consent, unless required by law)
· Safeguarding partners (if required for child protection)
· Schools or other providers your child may move to (with consent)
We will not sell or share your data with any third party for marketing purposes.
6. How we store and protect your data
· Paper records are kept in locked cabinets.
· Digital records are stored securely with password protection.
· Access is restricted to authorised staff only.
· We keep records in line with legal requirements and our Retention of Records Policy.
7. Your rights
You have the right to:
· Access your personal data
· Request corrections
· Request deletion (where legally possible)
· Object to certain uses of your data
· Withdraw consent for optional processing
· Complain to us about how we have handled your data using our complaints procedure
· Complain to the Information Commissioner’s Office (ICO) if you are unhappy with how we handle your data
ICO contact: www.ico.org.uk | 0303 123 1113
8. Changes to this notice
We may update this notice at any time. The latest version will be available at our setting and on our website (if applicable).

All the undertakings above are subject to the paramount commitment of Brislington Village Pre-school Ltd, which is the safety and well-being of the child.  Please also see our Safeguarding Children policy.  Confidentiality may only be breached when a child’s safety is at risk e.g. in an emergency or if abuse at home is suspected.


This policy was adopted at a meeting on 1st September 2015

This policy should be read in conjunction with our:-

Administration of Medication policy
GDPR and Data Protection policy
Equality and Diversity policy
Looked after Child policy
Photo, video, mobile phone and social network policy
Retention of records policy 
Safer Recruitment policy  
Safeguarding children policy
Tapestry policy
Volunteer, Work Experience Placement and Agency staff policy

 

Although under constant review, an overall review date has been set for September 2027
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